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IoT data with timestamps are often found with outliers, such as GPS trajectories or sensor readings. While
existing systems mostly focus on detecting temporal outliers without explanations and repairs, a decision
maker may be more interested in the cause of the outlier appearance such that subsequent actions would be
taken, e.g., cleaning unreliable readings or repairing broken devices or adopting a strategy for data repairs.
Such outlier detection, explanation, and repairs are expected to be performed in either offline (batch) or online
modes (over streaming IoT data with timestamps). In this work, we present TsClean, a new prototype system
for detecting and repairing outliers with explanations over IoT data. The framework defines uniform profiles
to explain the outliers detected by various algorithms, including the outliers with variant time intervals,
and take approaches to repair outliers. Both batch and streaming processing are supported in a uniform
framework. In particular, by varying the block size, it provides a tradeoff between computing the accurate
results and approximating with efficient incremental computation. In this article, we present several case
studies of applying TsClean in industry, e.g., how this framework works in detecting and repairing outliers
over excavator water temperature data, and how to get reasonable explanations and repairs for the detected
outliers in tracking excavators.
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1 INTRODUCTION

Outliers are often found in IoT data with timestamps due to the dirty or imprecise values, such as
entity history [9], GPS trajectories or sensor reading sequences [17]. Although a huge body of out-
lier detection techniques have been proposed over temporal data (see Reference [11] for a survey),
a system with temporal explanations about what lead to the outlying data are still missing. The
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existing EXAD system [26] proposes to explain the anomalies on big data traces using a decision
tree, while the temporal information is not fully explored.

Without a good explanation [22], decision makers only know that something abnormal has just
happened, but has limited or no understanding of the reason behind its appearance, and therefore
cannot determine what kind of subsequent actions should be taken to react to the situation or
to avoid it in the future. For example, outliers appearing repeatedly after a certain time possibly
means the device is broken and needs to be repaired.

Besides, existing methods focus more on anomaly detection, rather than repairing the detected
anomaly [31]. If outliers are not repaired, then data mining on IoT data with outliers is likely to
get wrong conclusions. Unfortunately, there are few systems or tools that realize the integration
of IoT data from detection to repair. More importantly, it is very necessary for users to understand
why the point is detected as an outlier and how the outlier is repaired to a normal point.

Developing a system for detecting and repairing temporal outliers, however, is nontrivial, given
the following three challenges. (1) There are various outlier detection algorithms as aforesaid [11].
It is challenging to devise a uniform framework for explaining the outliers detected by various
methods. (2) The engines for big data computing are various, ranging from batch processing to
streaming computation. The system should be able to support multiple processing scenarios at the
same time, e.g., batch processing and stream processing. (3) On the basis of anomaly detection, the
system should also provide anomaly repair function. And the system had better provide multiple
repair methods, e.g., repair methods based on prior knowledge or without prior knowledge.

In this case, TsOutlier [14] is proposed for anomaly detection of IoT data. And TsOutlier has
proved to show good explanation of detected outliers in several use cases in real-world indus-
trial scenarios. However, TsOutlier lacks the ability of repairing outliers. Therefore, our new tool
TsClean, based on the outlier detecting ability of TsOutlier, has extended the functionality of out-
lier repairs. We adopt the SCREEN (prior knowledge required) method proposed in the article [29]
as time series data anomaly repair method in TsClean. Furthermore, we devise Median Repair (no
prior knowledge required) based on speed and acceleration [30] to provide more options of outlier
repair in TsClean.

The main contribution of this article is TsClean, a uniform framework for explaining and repair-
ing outliers detected by various algorithms over IoT data, as well as a uniform system supporting
both batch and streaming processing. (1) We implement a set of 3-sigma algorithms based on orig-
inal value, interval, speed, and acceleration in TsClean for outlier detection. Furthermore, TsClean
performs distribution visualization on the front end to explain the outliers. (2) We implement
several algorithms in TsClean for outlier repair, i.e., SCREEN and median repair (MR). Users are
allowed to take appropriate repair methods to repair outliers, e.g., SCREEN with prior knowledge
to set the maximum and minimum speeds or MR without prior knowledge. TsClean also combines
front-end visualization to explain outlier repair, which means that outliers that fall outside the
range of 3-sigma will be repaired within 3-sigma. (3) We take many IoT datasets for verification
on TsClean and provide valuable case studies in Section 4. In addition, TsClean supports two pro-
cessing scenarios, i.e., batch processing and real-time processing, and has been put into use in real
production environments.

The remainder of this article is organized as follows: In Section 2, we describe the relevant
background and research status of our work. We describe the detailed design of our new system
TsClean in Section 3, including the window-based operation, outlier detection module with uni-
form profiles, and outlier repairs under speed constraints. In Section 4, we present several case
studies of applying TsClean in industry and give a brief evaluation of the system in Section 5. The
conclusions are given in Section 6.
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2 RELATED WORK

Because cheap sensors will cause missed reading and unreliable reading, there will always be many
outliers in the temporal data [16]. The existence of these dirty data causes quality problems with
temporal data, and people who use these low-quality data can easily get inaccurate or even wrong
conclusions. For example, a common phenomenon in temporal data is that part of the data is
missing due to a short failure of the sensor, and the missing data may have important information.
Therefore, it is particularly important to detect and repair outliers in temporal data.

The initial detection of outliers in temporal data is statistical-based methods [10]. With the de-
velopment of research, more and more methods are used for outlier detection in temporal data,
e.g., some methods in areas of machine learning and deep learning. Related supervised, semi-
supervised, and unsupervised algorithms in machine learning area are applied to outlier detection
of temporal data. For example, some clustering methods in machine learning, such as DBSCAN
[28] and k-means [24], can be used for outlier detection of temporal data. And a sufficient survey
on the outlier detection of temporal data has been conducted in Reference [11], where temporal
data is divided into multiple types and investigations on outlier detection methods for various
temporal data are given. Although there are many outlier detection methods, statistical meth-
ods are frequently used due to their computational flexibility [13]. Especially in real-time anomaly
detection scenarios, most of the methods used in practice are statistical techniques, which are com-
putationally lightweight [1]. Because our tool TsClean also supports real-time outlier detection,
and 3-sigma is computational lightweight, which is an important reason why we choose 3-sigma.
Besides, 3-sigma technique is simple but efficient in identifying outliers [25].

Beyond outlier detection, outlier explanation is valuable, which allows users to better under-
stand the problem and take corresponding actions [12]. Research on the explanation of outliers is
relatively rare and mostly recent [5, 8, 20-22]. Chalupsky and Lin [20] treat an explanation as a
process of classification. For example, they use decision trees to generate outlier explanations, in
which a set of decision rules are transformed into outlier explanations. Mejia-Lavalle and Vivar
[21] compare the outliers with the points under other clusters and use distance equations to cal-
culate the distance of different attributes to perform outlier explanation. Chen et al. [5] propose
outlier detection and interpretation based on prediction. When a data point differs greatly from the
value predicted by the model based on neighboring points, it can be considered an outlier. Then
they define a template for outlier explanation, i.e., the outlier has a higher or lower value com-
pared with the expected value in a specific attribute. Micenkova et al. [22] use attribute subsets to
explain outliers where the given outlier shows separability from the inliers. However, the above-
mentioned methods on outlier explanation are either too theoretical and not user-friendly, or it is
not applicable to IoT data. In our practice, we find that outliers in IoT data usually have large devi-
ations from the average, which is very suitable for using k-sigma to detect and explain. In addition,
3-sigma has the characteristics of computationally lightweight, unsupervised, few parameters, and
widely used in the industry (easy for users to understand).

An important aspect after outlier detection is outlier repair. One of the biggest challenges in
data repair is that the causes of data errors are many and complicated. Karkouch et al. [18] think
that researching the quality of 10T data is very important, and they analyze various factors that
affect the data quality of IoT data. In fact, when the causes of the outliers are unknown, it is not
convenient to take appropriate and effective data repair methods. Therefore, the explanation of
the outliers is very important. Similarly, there are many methods to repair time series data, e.g.,
smoothing-based algorithm [19], constraint-based algorithm [29], statistics-based algorithm [30].

As mentioned above, there are many methods for detecting and repairing outliers in temporal
data. However, it is very important to understand the causes of the outliers and take appropriate
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Fig. 1. Technology stack of TsClean.

repair methods to repair the outliers. Therefore, it is very important to explain the cause of the
outliers and analyze the events behind the outliers. Unfortunately, few systems provide users with
the ability to explain and analyze the causes and accidents of outliers. Even the existing EXAD
system [26] uses a decision tree to explain the anomalies on big data traces without exploring
temporal information fully.

In this case, we propose an outlier detection system TsOutlier [14] for explaining outliers with
uniform profiles over IoT Data. We strive to use data profiling-related technologies to find outliers
and statistically analyze the distribution of data and visualize outliers, explaining and analyzing
the causes and potential events of outliers. Only after understanding the causes and events of the
abnormality can more measures be taken, e.g., repairing the equipment causing the abnormality or
repairing the abnormal value. Therefore, on the basis of TsOutlier, we further increase the function
of outlier repair and propose a new system TsClean.

3 SYSTEM DESIGN

In this section, we will give a detailed description of the system design of TsClean. Figure 1 shows
the technology stack of TsClean. Figure 2 presents the major GUI of the system. Figure 3 shows
the processing flow of TsClean in batch and stream processing. Below, we will make a detailed
description of these contents.

3.1 System Overview

Figure 1 describes the technology stack of TsClean. It can be seen that TsClean is developed by
modules. The function of each module is as the name describes. Web UI Module is used to display
the data profile and outlier detecting and repair of time series data. TsClean Server module is used
to accept front-end requests and call algorithms. Computing module is the core module of TsClean,
which implements batch processing and real-time stream processing. Store module encapsulates
read and write operations on data sources. Inside the dotted mine are multiple data sources sup-
ported by TsClean, e.g., Katka, HDFS, RDBMS. In each module, the content in brackets indicates
the framework used by the module. For example, we use vue.js in the Web UI Module, Spring
Boot framework in the Server Module and Spark for the core module of TsClean, i.e., Computing
Module.

Figure 2 corresponds to the Web UI Module, which presents the major GUI of the system. The top
left subplot in Figure 2 depicts the distribution of data through statistical histograms. In addition,
the data that falls within the two red dotted lines with arrows is the normal data distribution range,
and the data that falls outside the two red dotted lines with arrows are the abnormal points. The
lower left sub-picture describes the distribution of the outlier and its neighbors and connects these
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points with red lines. The red solid points represent abnormal points, and the blue solid points
represent the values after the abnormal points are repaired. Correspondingly, the blue arrow on
the histogram indicates the position of the value after the abnormal point is repaired, and the red
arrow indicates the position of the value of the abnormal point. The right subgraph in Figure 2
shows a list of abnormal points that TsClean has found based on an algorithm. Clicking on each
item in the list can display the distribution of the abnormal points.

Figure 3 corresponds to the core algorithm module Computing module. The system mainly
consists of two parts of processes, i.e., first calculating profile information, and then detecting out-
liers according to the information as well as repairing them. As shown in Figure 3, the system is
designed to handle data in both batch and streaming scenario, which can be implemented with
different compute engines. For example, Spark can be used for batch processing, while Spark
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Fig. 4. Window-based operation.

Streaming and Flink can be applied for online streaming computing. The profiling and outlier
detecting algorithms are composed of many window-based batch algorithms that can easily be
adapted to batch or stream mode compute engines. In consideration of the inestimable large vol-
ume of batch data that cannot be put into the memory in the meantime, we divide them ac-
cording to certain regulations into small batches and perform the profiling and detection work
in parallel among them. While for stream data, it is natural to process data in different time
windows. Additionally, many compute engines already have built-in windowed mechanism for
stream data. After the outliers are found, we visualize the distribution of the outliers in the fore-
ground and repair the outliers with speed constraints set by domain knowledge. Of course, if
there is no domain knowledge or business knowledge, our MR method can be used to repair out-
liers. Assuredly, all the profiling results, outlier detection results, and repair results are stored
into the database. In next part, we will describe the details of the window-based processing
framework.

3.2 Window-based Processing Framework

Figure 4 shows the design of TsClean’s window-based operation. The basic unit of the window is
block. A block is the small batch of data divided by line number or timestamp (for batch data), or
the batch of data at certain time (for stream data). In particular, by varying the block size, it provides
a tradeoff between computing the accurate results and approximating with efficient incremental
computation sometimes. It is required to specify two parameters (window size and step size)
to define how window flows on the original data. The window size determines the number of
blocks in each window, while the step size decides the number of blocks that are removed from
the window when sliding to the next one.

Each window-based operation is expected to update some global states and to output several
local results. For example, to calculate the sum of all the data, the sum of the data in each window
should be added to the global SUM state. In addition, the outliers detected in each window should
be outputted as local results and appended to the global results. However, the updater function
may be different for batch and stream mode. Sometimes, it is required to traverse data more than
once to get accurate result in batch mode, which is inapplicable in streaming scenario.
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Table 1. Example of Uniform Profiles

Distribution statistics

Count Sum Quadratic sum Max Min
Original value 3,630 388,017.96 1.5055e11 106.899 105.877
Interval on time 3,629 20,838.988 4.3426e8 258 5
Speed on time 3,629  —2.6302e-4 6.91847 0.00112 —-0.00121
Acceleration on time 3,628 2.6298e-6 6.91620e-4 0.00153 —0.00247
Error term of ARIMA | 3,530 8,942.98 129,523.973 36.87 0

Model parameters

1 P2 01 0,
Parameters of ARIMA model | 0.344 —0.0174 0.0464 0.0517

3.3 Profiling and Outlier Detection Module

To get sufficient information for explaining the subsequent outlier detection, the uniform pro-
files should contain several contexts of the input data, such as (1) amount, (2) sum, (3) qua-
dratic sum, (4) maximum value, (5) minimum value, (6) parameters in ARIMA model, (7) other
information that user-defined outlier detection algorithm needs. With the help of uniform pro-
files, which are updated in processing of each window, we can easily outline the distribution
of input data. For example, the mean and variance, which can be calculated by amount, sum,
and quadratic sum in uniform profiles, are often used to estimate the parameters of a normal
distribution.

ARIMA model (Autoregressive Integrated Moving Average model) is a time series model, and
the methodology of ARIMA was proposed in Reference [2] to study time series. ARIMA is used for
forecasting analysis of time series, e.g., electricity price forecasting [7], therefore it can be used for
anomaly detection [23, 31]. As the name implies, the ARIMA model integrates autoregressive and
moving average. And the ARIMA model is based on a stationary series. In an ARIMA(p, d, q) model,
p represents the number of autoregressive terms, g is the number of moving average terms, and d is
the number of differences made to make the time series become stationary series. ARIMA(p, d, q)
model is expressed as Equation (1), where L is the lag operator, X is the time series value, and ¢, is
white noise sequence with zero mean. ARIMA model is used in time series prediction, which can
be used as outlier detection as well, by comparing the original value and the predicted value.

(1—Z¢L)(1— (1+Z€L)et 1)

Table 1 gives an example of uniform profiles over an attribute with ARIMA(2, 1, 2) model. Most
profiles can be easily computed incrementally and the parameters of ARIMA(p, d, q) can be calcu-
lated incrementally according to Reference [31].

The uniform profiles contain not only the distribution statistics of original value. Interval At
indicates the data collecting frequency that is mostly a fixed value. Too large or small intervals are
often considered as outliers, which possibly means missing or redundant data.

Aty =t —t;4
The speed v and acceleration u defined in References [29, 30] constrain the change speed of IoT

data with timestamps and can intuitively describe why the outlier appears with its neighbor data
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points in real-world situation.

Xi — Xi—

v; = i i—-1 (2)
ti—ti—1
Xiv1 —Xi  Xi— X

u; = i+1 [ i—-1 (3)
tiv1 — 1 ti —tim1

Outlier detection algorithms are implemented as window-based operation. Since the detection
process often needs contextual information, step size is set to (window size—2). The first and last
block of the window are only used as extra information and are not considered as outlier candidates
in the detection algorithm.

TsClean integrates with various outlier detection models, ranging from simple speed, acceler-
ation models (online learned), to traditional statistical models ARIMA. Deep learning models like
LSTM (offline learned) are also in the ongoing work.

3.4 Outlier Repairs Module

Dirty values are very common in IoT data. Song et al. [29] propose SCREEN, a constraints-based
stream data cleaning method. SCREEN detects and repairs outliers based on maximum speed
and minimum speed. Speed represents the rate of data changes and its definition formula is
Equation (2). Maximum speed and minimum speed are meaningful in industrial production and
real life. For example, some accumulated data indicators such as the mileage of the car should not
decrease, which means the minimum speed of data changes should be greater than 0. And there
are many other real cases in Reference [29] used to describe the maximum and minimum speeds.

The goal of SCREEN’s repair is to make the repaired stream data meet the given speed con-
straints while minimizing the repair distance. Song et al. [29] propose speed-based global optimum
and local optimum. Global optimum is more time-consuming than local optimum. Therefore, we
apply speed-based local optimal repair to our tool TsClean for outlier repairs. The local optimal
repair problem means that a data point x locally satisfies the speed constraint and it is defined as

n
min Z lx; — x| (4)
i=1
X = X] )
s.t. < Smaxs e <ti<tr+w,1<i<n
fe =t
X — X .
> Smins e <ti <tp+w,1<i<n,
te — t;

where x] is the value of data point x; after repair, t; is the timestamp of data point x;, Spax is the
maximum speed, S;,;, is the minimum speed, w is the window size.

We use SCREEN as a data repair method in TsClean. In fact, many industrial data in IoT, e.g., GPS
data, vehicle speed, water temperature, and some accumulated data, have maximum and minimum
speed requirements. Therefore, the speed constraint-based temporal data repair method SCREEN
in TsClean can help to repair abnormal values in IoT data.

However, SCREEN needs to understand the business background and prior knowledge. For IoT
data with insufficient prior knowledge, inspired by Median Filter [3], we further devise a median
repair method based on the original value, speed, and acceleration and called it Median Repair
(MR). When there is no prior knowledge, an intuitive idea is to use the average of neighbors to
repair the outlier, e.g., Exponentially Weighted Moving Average [15]. However, because outliers
can occur in succession, using the average of nearest neighbor points to repair them may not be
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Table 2. The Datasets for Case Study

Dataset Datasize ~ Rows  Columns Period Equal interval
Water temperature data| 35 KB 584 4 2019/9/23-2019/9/24 No
Subway operation data | 81.7 MB 1,259,003 4 2018/12/01-2018/12/31 No
Vibration angle data | 2,531 KB 67,389 2 2019/11/24-2019/11/25 No
Tank gauge data 350 KB 9,599 4 2019/5/6-2019/5/24 No

accurate. Moreover, experiments show that the average is more susceptible to outliers than the
median [4]. Therefore, we decide to use the median of neighbors to repair outliers.

Different from Median Filter, MR repairs outliers based on the original value, speed, and ac-
celeration. We use x; to represent data point in time series, where t is the time of data point.
Assuming that x; is detected as an outlier, and x; can be repaired using MR with the following
Equation (5), where k represents k nearest neighbors before and after time t. It should be noted
that in the original-value-based repair, x; is the original data point. In the speed-based repair, x; is
the calculated speed data with timestamp, and in the acceleration-based repair, x; is the calculated
acceleration data with timestamp.

xp = median(X,_g, ..., Xr—2,Xt—1, Xp41, Xe425 - - > Xp4k) ©)

For the MR based on the original value, the repair value can be directly obtained by Equation (5).
Next, we will describe how MR based on speed and acceleration gets the repair value. For speed-
based MR, we first obtain the median speed v; by Equation (6), where v; represents the calculated
speed data with timestamp. And the repair value x; can be calculated by Equation (7). It is easy to
find that Equation (7) is inferred from Equation (2). When the outlier is detected by speed-based
3-sigma, if there is no prior knowledge, a reasonable repair method is using speed-based MR to
repair.

v; = median(vVi_g, . .., Vi—2, Vi—1, Vi+1, Vi42, - - - » Vitk) (6)
xi = xi-1 + (8 — ti-1)0; (7)
For acceleration-based MR, we first obtain the median acceleration u; by Equation (8). And

the repair value x; can be calculated by Equation (9). Similarly, Equation (9) is transformed from
Equation (3).

u; = median(Ui_g, ..., Uj—2, Uj—1, Uis1s Uity - o » Ujrk) (8)
(tis1 —t)xicy (= tio)x (G =) (G — t)w
Xi = + - (9)
(tis1 — tiz1) (tis1 — tiz1) (tivr — tiz1)

4 CASE STUDY

In this part, we present four case studies in real-world industry scenario. The data of these four
cases are real sensor data of some companies, and TsClean is used to help detect, explain outliers,
and repair them. In fact, the explanation of TsClean’s outlier repair is to repair outliers that fall
outside of 3-sigma into the range of 3-sigma. Table 2 shows the basic information of the datasets
for our case study. Statistical explanations and repairing value are given for the detected outliers.
Table 3 also shows the abnormal rates of different types of profiles over these industrial datasets.
In general, the abnormal rate of tank gauge data is the lowest, while the abnormal rate of subway
operation data is the highest. This is because the tank gauge data is measured with a high-precision
liquid level gauge, thus the data is less likely to produce errors. The subway operation data has a
longer time span (the entire month of December). During this period, the subway will be in a state
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Table 3. Abnormal Rates of Different Types of Profiles over Various Real-world Industrial Datasets

Dataset Original value Interval Speed  Acceleration ARIMA model
Water Temperature Data 0.3460% 0.3460% 0.3460% 0.3472% 0.2873%
Subway Operation Data 0% 1.421%  2.358% 3.127% 1.811%
Vibration Angle Data 0.3622% 0.2954% 0.7867% 0.8609% 0.3503%
Tank Gauge Data 0% 0.3021% 0.02084%  0.04168% 0.04856%

of working and sometimes rest, resulting in the status data obtained may be very different, thus
the overall abnormal rate is relatively large.

4.1 Excavator Water Temperature Data

Excavator water temperature data is real industrial data. Excavator water temperature data can be
used to detect whether the working environment of excavators is normal. When the water temper-
ature data of the excavator is too high, it indicates that the working environment of the excavator
is abnormal, which may cause excavator damage, and so on. However, due to sensor measurement
errors and data errors during data transmission, there are some erroneous data in excavator water
temperature data. These erroneous data greatly affect the monitoring of the working environment
of the excavator. Therefore, it is very important to detect and repair outliers of excavator water
temperature data.

Figure 2 shows the results of outlier detection and repair based on SCREEN in excavator water
temperature data. The upper subfigure of Figure 2 illustrates the distribution of attribute water
temperature and the dotted line stands for the 3-sigma range border. Any point having a value out
of such range is marked as an outlier. A line chart showing how the original water temperature
value changes over time is plotted in the lower subfigure of Figure 2. By comparing to its neighbors,
the highlighted outlier point exhibits a sudden spike, which is obviously abnormal in the process of
temperature monitoring. As a matter of fact, it is impossible for the excavator’s water temperature
value to rise from less than 100 to more than 500 in just a few seconds.

And this outlier is detected by our anomaly detection algorithm based on the original value,
speed, acceleration. We use Figure 2 to explain why this point is considered an outlier. The upper
subfigure of Figure 2 shows the distribution of water temperature data, and any point that falls
outside the dotted line (3-sigma line) in the figure is considered a statistically potential abnormal
point. From the histogram, we can see that this point (the value is 511.992, and its position is
marked with a red arrow) is far from the distribution area of most data. Therefore, the point is likely
to be an outlier. Further, we use a line chart to depict the changes of this point and its neighbors,
i.e., the lower subfigure of Figure 2. It can be seen that the water temperature has increased by more
than 400 within a few seconds compared to the data point at the previous moment. And the specific
performance of this sudden increase is that its speed will be large calculated by Equation (2) as well
as its acceleration will be very small calculated by Equation (3). And too large speed and too small
acceleration can be found by our anomaly detection algorithm based on speed and acceleration.

In summary, we use a histogram to show the distribution of data and a line chart to show the
change of data over time. Combined with some common statistical results, based on visual infor-
mation, we can explain why the point is regarded as an outlier and speculate on the cause of the
abnormality. Water temperature data is the real sensor data of a company’s equipment. Through
detection and abnormal point display of TsClean, business personnel recognize that it is impossible
to have such big change in water temperature. Therefore, we infer that the data is most likely to be
a sensor measurement error or an error generated during data transmission and storage. Because
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there is no such large temperature change at this point, to minimize the repair distance, we choose
SCREEN to repair the outlier. We set the maximum and minimum rise and fall speed of water
temperature to repair outliers. From the histogram in Figure 2, we can also see that the original
outlier falls outside the 3-sigma range border, and after repairing, the repaired value (marked with
a blue arrow) falls within the 3-sigma range border. We use front-end visualization to explain the
outlier repair, i.e., the outliers that fall outside of 3-sigma are repaired into the range of 3-sigma.

The water temperature data is used to monitor whether the equipment is working normally, and
some outliers such as excessive water temperature will cause an alarm. These false alarms caused
by these outliers make domain experts have to verify whether the equipment is working properly,
which brings them a lot of unnecessary workload. After detecting and repairing these outliers
through TsClean, outliers are repaired to within the range of 3-sigma. These false alarms caused
by outliers are automatically filtered, which greatly reduces the workload of domain experts.

4.2 Subway Operation Data

Operation data collected from a subway is analyzed in this use case. There are 53 attributes indi-
cating the operation states of the subway, such as ground speed, load of vehicle frame, fuel con-
sumption of traction, ID of the current station, along with the timestamp. Outliers often trigger
the alarms. Subway staff should distinguish the true alarm, which potentially reflects the abnormal
operation states. A good explanation of outliers will assist them to make a wiser decision.

We obtained data for multiple operation states of the subway in December. Table 2 only shows
one operation state of the data. We use TsClean to analyze the data and find that there is no data
conflict in the operation data, i.e., there are not two different tuples at the same time. Certainly,
we also find some abnormal value changes, e.g., the temperature of the measuring point suddenly
dropped from 20 °C to 0 °C, the opening time of a vehicle door suddenly dropped from 30,000 mil-
liseconds to 0 milliseconds. We combine the meaning of the operation data and the visualization of
the abnormal points; we can find that when the subway door appears in the state of 3,000 millisec-
onds opening, it is actually getting on and off, and when it is in the open state of 0 milliseconds,
it is in the driving process. For such outliers, we do not need to repair. This kind of outlier can be
detected by anomaly detection algorithms based on speed and acceleration, and the explanation
of these outliers is similar to the previous case.

From Table 3, we can see that the subway data has the highest anomaly rate in the interval
among the four cases. And in the process of analyzing subway data with TsClean, it was found
that the average collection interval of subway data is about 2 seconds, while the maximum interval
can reach 64,244 seconds (about 18 hours). Through displaying these outliers in the form of a line
chart, we can explain and infer the cause of the anomaly. For example, for an outlier with an
interval of up to 18 hours, we can infer that the cause may be that the device is turned off or the
sensor may be broken. If the staff determines that there is no problem with the sensor, then this
abnormality may be that the device is shut down normally, hence no action is required at that time.
While for those outliers with interval of several minutes, we can infer that the cause may be data
loss in the process of transmission. Users can choose whether to fill missing data or not. Through
anomaly discovery and interpretation, staff can understand and discover the cause of anomalies.
Our tool allows the staff to take further actions, e.g., setting the maximum and minimum speed
to repair relatively large spike errors. More importantly, through the explanation of outliers, the
staff can spot faults in subway equipment and take further steps.

Subway operation data is used to monitor the operating status of the subway. TsClean con-
ducts outlier detection on subway operation data, visualizes the outliers, and analyzes whether
there is a malfunction in the subway. The subway monitoring personnel use the statistical
analysis function of TsClean to have a general understanding of the data and analyze whether there
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184 16.9827

Fig. 5. Outlier detected by acceleration.

is a potential malfunction in the subway through anomaly detection. With the help of TsClean,
they can directly obtain the summary information of the data and better realize the monitoring of
the subway operating status.

4.3 Vibration Angle Data

The vibration angle data comes from many excavators, and it is calculated from the angular ac-
celeration of the excavator in the X, Y, and Z axes. We can analyze whether the excavator is in
danger of overturning by analyzing the change of the vibration angle data and further monitor
the working status of the excavator.

Similarly, we detect outliers in the data based on the 3-sigma principle of multiple algorithms.
For example, in the case of outliers of vibration data found through 3-sigma detection of accel-
eration, we found that some abnormal points reflected a very large angle of the vibration, e.g.,
the outlier in Figure 5. Anomaly detection algorithm based on acceleration is usually used to find
some jumping data points. Jumping data points usually refer to a large change between the current
point and the two sequential data points before and after. In the vibration angle data, the larger
the vibration angle, the more the excavator leans to one side. The excavator vibration angle shown
in Figure 5 suddenly increases from about 3 to about 17 and then returns to about 3. Such outliers
are the jumping data points mentioned above. In fact, for the excavator, when the vibration angle
reaches about 17, it means that it will be dumped, and it is impossible to recover its vibration angle
to about 3 again. Therefore, through our anomaly detection and visual analysis of outliers, we can
combine business knowledge to explain why the point is an outlier.

Hence, in combination with the actual operating environment of the excavator, the vibration
angle cannot be increased so much, so we set the maximum change rate through SCREEN to
repair the outlier. In addition, TsClean analyzes that the acquisition interval is abnormal in the
vibration angle data, i.e., the acquisition interval between the two data points is too long or too
short. In the visualization of the acquisition interval outliers, it is found that there are multiple
acquisition intervals of zero, i.e., there are two different values at the same timestamp, which
means data conflict. This phenomenon may be caused by a defective sensor or a data error during
data transmission and storage.

Vibration angle data is used to monitor the working status of the excavator. Monitoring per-
sonnel analyze the vibration data to determine whether the excavator is in danger of overturning.
Similarly, due to sensor measurement errors and errors caused during transmission and storage,
some erroneous data triggers false alarms. These false alarms bring troubles and additional work-
load to the monitoring personnel. The monitoring personnel use TsClean’s SCREEN repair method
to repair the outliers and realize the filtering of false alarms.
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Fig. 6. Outlier detected by speed.

4.4 Tank Gauge Data

The final use case gives an analysis about outlier detection in tank gauge data of a car. Under
normal circumstances, the liquid level should slowly drop with the car and stop changing when
the car is turned off; only when the car is refueling will the liquid level rise. Incorrect data will
affect the company’s judgment on the consumption of the vehicle during the driving process.

Once the level data is abnormal, such as falling rapidly in a short time, we can detect these
abnormalities through our 3-sigma principle of several algorithms, especially by 3-sigma based on
speed algorithm to judge vehicle fueling and fuel consumption abnormality. For example, Figure 6
shows the outlier found based on speed algorithm. Figure 6 shows that the amount of fuel in the
fuel tank increases rapidly. The right sub-picture of Figure 6 shows the list of abnormal points
detected by the speed-based abnormal detection algorithm. It can be seen that the speed-based
anomaly detection algorithm detects two outliers. Below, we use Figure 6 to explain the cause of
the anomaly. The upper subgraph of Figure 6 shows that the normal speed calculated by 3-sigma
should be less than 0.0370628 (the dotted line with arrow). The following sub-graph shows that
the amount of oil in the fuel tank increases from about 20 (actually 21.97) to about 70 (actually
70.270) in 1 minute. The speed is 0.805 calculated by Equation (2), which is much greater than
0.0370628; therefore, this point is detected as an outlier. And through this line chart, we can see
that the amount of fuel in the fuel tank has been stable at about 20 before this time. This sudden
increase can be inferred that the driver refuels the car. And this detected outlier does not need to
be repaired.

As can be seen from the above example, through TsClean’s outlier detection and visualization,
we can find out what happened in reality represented by time series, e.g., the driver refuels the
car. After explaining and inferring the cause of the anomaly, we can decide whether to fix the
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Table 4. Evaluation Dataset

Dataset Number of classes Size of training set Size of testing set Time series length
Synthetic Control 6 300 300 60
Two Patterns 4 1,000 4,000 128
Synthetic Control Dataset Two Pattern Dataset

1 1
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Fig. 7. Precision, recall, and F-value on various error ratios.

anomaly or take no action. Tank gauge data of a car is used to monitor whether the fuel volume
changes normally during the driving of the car. TsClean can detect these sudden increases and
sudden drops in oil, and these events correspond to refueling and oil spills. The driver refueling
incident given in the above case has received feedback from the business personnel, hence the
business personnel use TsClean to detect vehicle refueling events automatically.

5 PERFORMANCE EVALUATION

In this section, we will show the evaluation for outlier detection and repairs. Evaluation in outlier
detection is focused on the precision, recall, and F-value under different settings of error ratio. For
evaluation in outlier repairs, we take root-mean-square error (RMSE) and accuracy of classification
as the evaluation index.

For evaluation datasets, we take UCR Time Series [6] dataset to perform our evaluation exper-
iment. And the basic information of evaluation datasets is shown in Table 4. These two datasets
are divided into training dataset and test dataset, and their size indicates the number of tuples, and
the length of the time series indicates the number of columns in each data point. In the experi-
ment, we use the training dataset to train the classifier and use the test dataset to evaluate outlier
detection and outlier repairs. In addition, we manually insert errors into any position of each data
point based on the error ratios and we set the error ratio to range from 0.01 to 0.05, increasing the
error ratio by 0.01 each time.

As Figure 7 illustrates, precision, recall, and F-value all decrease with the increasing of error
ratio. It is reasonable that the variance increases gradually as more error points are introduced in
the series. As a result, more points lie within 3-sigma section and outliers cannot be distinguished
easily anymore. In real-world scenario, outliers occur with a relatively small probability generally
(as shown in Table 3). Therefore, most outliers can be detected and possibly explained.

For the evaluation of anomaly repair, we compare the RMSE and classification accuracy of the
dirty data and the repaired data after the use of SCREEN or MR. We can find from Figure 8 that
after outlier repairs of TsClean, the RMSE of the repaired data is lower than the dirty data on both
datasets. In addition, we can find that the RMSE of the data repaired using MR is lower than the data
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Fig. 8. RMSE of data repaired by SCREEN and MR on various error ratios.
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Fig. 9. Classification accuracy of data repaired by SCREEN and MR on various error ratios.

repaired by SCREEN on the Synthetic Control dataset and is close to the data repaired by SCREEN
on the Two Patterns dataset. Furthermore, it can be seen from Figure 9 that after data repair by
TsClean, the classification accuracy on the repaired data is higher than the classification accuracy
on dirty data. On the two datasets, the classification accuracy of data based on MR repair is close
to that of data based on SCREEN repair, and sometimes even higher. This is because SCREEN is
fixed based on the minimum repair distance, which may still be far from the real data. The MR
is repaired based on the median of the neighboring points, since the data will not have a sudden
change in most cases, and more often it is close to the value of the neighboring points. Therefore,
MR method is reasonable and the experiments have proved that MR can reduce RMSE and improve
classification accuracy of dirty data.

6 CONCLUSIONS AND FUTURE WORK

Outliers in IoT data are very common, but few systems support outlier detection, repair, and ex-
planation at the same time. In this article, we present TsClean, a system for detecting, repairing,
and explaining outliers in IoT data. The major highlights of TsClean include: (1) using a variety of
detection algorithms based on the 3-sigma rule to detect outliers; (2) implementing SCREEN and
MR to help repair the outliers and providing front-end visualization to explain outlier repair, i.e.,
repair the outliers into the range of 3-sigma; (3) supporting both batch processing and real-time
stream processing. Case studies of applying this system in real-world industry scenario demon-
strate promising outlier detection, reasonable explanation results, and reliable outliers repair. It is
also worth mentioning that TsClean has been deployed on the servers of some partner companies
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for IoT data outlier detection and repair for a long time, and its usability and effect have been
verified. Moreover, TsClean implements statistical analysis of data, uses histograms to indicate the
distribution of data, and calculates the abnormal rate of IoT data. Therefore, TsClean can also help
data scientists have a general understanding of data and help them conduct scientific research.

Finally, we discuss the generalizability of the proposed system. In this article, we mainly focus
on IoT data. For multi-dimensional time series, TsClean can also be used for outlier detection and
repair, where TsClean performs outlier detection and repair for each field separately. The current
anomaly detection implemented by TsClean is all aimed at [oT data, e.g., establishing a distribution
model for a single attribute. For multi-dimensional time series, if there is no correlation between
each attribute, then statistical analysis, anomaly detection, and anomaly repair are performed on
each attribute separately, which is exactly the same as IoT data. The difference is that if there
are association rules in a multi-dimensional time series, it is more reasonable to use association
rules for anomaly detection and anomaly repair than the current algorithm. Therefore, TsClean
cannot yet combine information such as differential dependencies [27] to achieve global outlier
detection. The realization of anomaly detection and repair of multi-dimensional time series based
on association rules and differential dependencies will be the next direction for TsClean to expand.

In the future, we will allow users to customize the rules for anomaly detection, i.e., allowing
users to combine their domain knowledge and experience to find outliers in temporal data. In
addition, we will add more temporal data repair methods to the tool. Combined with the outlier
interpretation function of our tool, it allows users to choose the appropriate temporal data repair
method to repair the outliers. More importantly, we will extend the system from IoT to multi-
dimensional time series and correspondingly increase the method of anomaly detection and repair
for multi-dimensional time series.
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